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Abstract
Digital twins (DTs) are increasingly built and used to monitor, sim-
ulate, and improve real world systems across engineering, industry,
healthcare, and urban domains. Yet, the complexity of their val-
idation and verification (V&V) remains poorly understood. We
organise the V&V challenges of DTs using a dual-lens conceptual
framework that distinguishes between DTs as complex software
systems and as representations of real-world systems. For each
perspective, key properties are verified and validated across three
dimensions —functional, temporal, and compositional— highlight-
ing the complementarity of the two viewpoints. We then discuss
future research directions for V&V of DTs.

CCS Concepts
• Software and its engineering → Abstraction, modeling and
modularity; Software verification and validation.
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1 Introduction
Managing system adaptivity has significantly evolved over the past
decades, making monitoring, analysis, and planning of system up-
dates explicit elements of complex systems. This evolution began
with Self-Adaptive Systems (SASs) [6, 8], enabling dynamic adapta-
tion to changing conditions and uncertainty through explicit feed-
back loops (e.g., MAPE-K [15]). SASs enable optimization, resilience,
and fault tolerance through advanced adaptive decision-making
mechanisms. This makes them well-suited to complex and dynamic
environments, ensuring continuous evolution and improved system
performance. Digital Twins (DTs) [9, 10] introduce a major shift in
this domain by fundamentally decoupling high-level control and
planning from the controlled system itself. A DT is a software sys-
tem that intentionally represents an original, continuously reflects
its state and evolution, can influence its behavior, and delivers value
to users or other systems. Unlike traditional SASs, which tightly
integrate control logic with the system, DTs externalize control
into a separate, software entity, enabling advanced analytics and
targeted interventions to improve key performance indicators, such
as sustainability, resilience, and resource efficiency [23].

Explicit separation of control from the controlled system is piv-
otal: control can now evolve independently of the physical system it
governs. This enables more powerful and flexible control strategies,
supports multiple and potentially evolving objectives, and allows
control systems to be updated, replaced, or repurposed without
directly modifying the original itself. Different control systems can
coexist, each serving distinct goals or stakeholders.

However, this decoupling brings four significant challenges. First,
ensuring that the DT maintains an accurate and timely representa-
tion of the original requires rigorous reasoning about the properties
of their connection. Second, multiple control systems may attempt
to steer the same original, potentially leading to conflicting ob-
jectives or unintended interactions, and requiring orchestration.
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Third, the independent evolution of the control system and the orig-
inal require synchronization, consistency, and long-term alignment.
Fourth, DTs deployed to inform maintenance decisions, control
strategies, or safety-critical operations require dependable analyses,
predictions, and recommendations. These four challenges place
verification and validation (V&V)—“building the right system” (val-
idation) vs “building the system right” (verification) [13]—at the
center of DT development and deployment. However, V&V of DTs
remains understudied, as concluded inter alia by a systematic liter-
ature review of V&V for DTs for manufacturing applications [3].

This paper aims to address this gap by organising V&V concerns
for DTs into a systematic conceptual framework. The framework
views DTs through two complementary lenses: (i) as complex soft-
ware systems integrating heterogeneous components (e.g., data
pipelines, computational models, ML algorithms, IoT sensors and
ICT networks) requiring standard V&V for standard properties
such as computational correctness, reliability, performance, usabil-
ity, and security; and; and (ii) as a medium for interacting with a
specific original system that must remain aligned with the evolving
state of the original system it represents and provide robust control,
emphasizing issues of representational fidelity, robust and secure
synchronization, instantiation, and contextual validity.

Through these two lenses, we can distinguish between the in-
trinsic correctness of the digital artifact, its representational fidelity,
and its operational coupling with reality—identifying sources of
potential DT failure. Addressing the correctness of (i) of individual
components—such as models, algorithms, and data pipelines—, and;
and (ii) of their integration and their evolving relationship with the
original system is, thus, essential to improving DT’s reliability and
trustworthiness. Key DT-specific V&V research questions relate to
the continuous evaluation of the validated properties, the decom-
position of V&V efforts to minimise re-evaluation when either the
physical or the virtual twin evolves, and the co-evolution of both
the system’s and of the DT’s V&V.

Section 2 reviews the literature. Section 3 proposes the concep-
tual framework. Finally, Section 4 lists the research challenges.

2 Related work
Verification, validation, and uncertainty quantification (VVUQ) are
generally recognized as “essential for the responsible development,
implementation, monitoring, and sustainability of DTs” [7]. Biten-
court et al. [3] highlight the lack of consensus even on the definition
of V&V for DTs, and identify the absence of an accepted, standard-
ised approach for conducting V&V activities as a central gap.

To structure the V&V process for DTs in manufacturing, Biten-
court et al. [3] propose an adaptation of the V-framework for DTs,
combining simulation, lifecycle, systems, and software V&V. Perisic
and Perisic [20] present a more generic V&V framework based on
the meta-object facility abstraction layers (instance, model, meta-
model, and meta-meta-model) mapped over five helices. Sel et al.
[22] examine the applications of VVUQ processes for DTs in preci-
sionmedicine, with examples in cardiology and oncology, and argue
that validation in DTs extends beyond traditional metrics, requiring
adaptive benchmarks that reflect patient variability, ageing, and

clinical objectives. They argue that VVUQ processes must main-
tain data security, protect individual privacy, and address ethical
concerns to ensure the accuracy and integrity of DT predictions.

Despite an emerging awareness of the importance of the V&V
process for DTs, a systematic analysis of its specificities is lacking,
making systematic V&V of DTs difficult to achieve. Our conceptual
framework is an essential first step towards addressing this gap.

3 A Conceptual Framework for DT’s V&V
We detail our conceptual framework, mapping what needs V&V
for DTs. As Figure 1 illustrates, for each of our two lenses, we
distinguish three V&V dimensions: (1) the functional dimension
highlights the critical role of a DTs’ purpose (understand, analyze,
anticipate, predict, support decision, control); (2) the temporal di-
mension stresses the constantly evolving nature of both DTs and
their real-world counterparts; and (3) the compositional dimension
emphasises DTs’ complex internal and external composition, includ-
ing model hybridation, instantiation, federation, and potentially
the association of multiple DTs to a same original. Applying both
lenses across these three dimensions organises the four challenges
of Section 1 into a structured space of V&V concerns, from which
we derive the research challenges of Section 4.

Lens 1: A Complex Software System
Verifying and validating DTs as complex software systems focuses
on the purpose of the services the DTs deliver as determined by their
intended users. This is analysed across the three dimensions.
Functional Dimension Validation asks whether the services are
appropriate for the user to achieve their goals: are they the right
services and are information presented appropriately to support
robust and trustworthy decision-making/automated control [12].

Verification asks if these services are implemented correctly: Do
the functions satisfy the specifications? Are predictive models work-
ing correctly given known input–output relations? Is the system
performant, secure, safe, reliable, maintainable, and robust? Ver-
ification techniques comprise formal verification, testing, static
analysis, and runtime monitoring. Many DTs include high-fidelity
simulation models and AI components, which involve numerically
intensive computations and non-determinism, making exhaustive
testing and verification by strict input–output comparison infeasi-
ble. Consequently, verification must rely on selective testing, sur-
rogate modeling, or uncertainty quantification. These limitations
introduce epistemic uncertainty regarding the model’s predictive
capability outside tested scenarios.
Temporal Dimension Validationmust consider the evolving users’
needs, DT purpose, and operational context. A DT initially de-
ployed for monitoring may later be used for prediction, optimiza-
tion, control, or decision support. Each of these imposes different
requirements on accuracy, temporal resolution, and robustness. A
DT that is valid for descriptive or diagnostic purposes may not
be sufficiently accurate or reliable for predictive or prescriptive
applications. Contextual validity or ‘fitness for purpose’ must be
continuously reassessed as the role of the DT expands or shifts [17].

Verification must consider the evolving nature of the (software)
system itself, including changes in code, data pipelines, infrastruc-
ture technology, computational and sensor hardware. When these
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Lens 2: DT as a Medium to Interact with the Original System

Lens 1: DT as Complex Software System
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Figure 1: Conceptual framework of DT V&V

components change, they may introduce new behaviours or vul-
nerabilities, even if the original system was correctly implemented
and verified. Therefore, verification must be an ongoing process
triggered by changes in the software system.
Compositional Dimension Validation must explicitly consider at
least three types of composition in DTs: (i) federation of DTs repre-
senting different original systems that interact with each other as
part of a larger system of systems (e.g., a DT of a car – a federation
of DTs of various components within the car – interacting with
a DT of the road infrastructure) requires validation of the overall
fitness-for-purpose of the federation, as well as the prevention of
purpose creep when new DTs are added to the federation [16];
(ii) arbitration of DTs representing the same original system but
with different purposes (e.g., a DT for predictive maintenance and a
DT for real-time control of the same physical system) is required to
ensure consistent control and decision support; and (iii) hybridiza-
tion of mechanistic and data-driven models within a single DT (e.g.,
a physics-based model with a machine learning model for residual
learning [21]) requires validation that training data for data-driven
models match assumptions and parameters of mechanistic models.

Verification must consider DTs’ complex internal composition.
DTs often integrate heterogeneous components, e.g., data pipelines,
computational models, ML algorithms, IoT sensors, and ICT net-
works. This internal composition introduces verification concerns
related to cybersecurity, data integrity, and privacy. Security vulner-
abilities may compromise DT fidelity, leading to incorrect outputs or
malicious manipulation. Thus, V&V must ensure the robustness of
data pipelines, communication channels, and authentication mech-
anisms. Tightly coupled internal components make it insufficient
to verify components in isolation, and call for holistic verification
approaches that address both individual components and their in-
teractions. DT federation exacerbates the compositional dimension
challenges, while inheriting traditional distributed systems V&V
difficulties. Testing a DT federation is more complex than testing a
single DT. The combination of formal verification, model checking,
fault injection, unit tests, canaries, and more, can increase users’
confidence in the correctness of federated DT systems, analogous
to V&V in distributed systems. Where DTs use hybrid models, veri-
fication must face the compounded uncertainties arising from the
integration of mechanistic and data-driven models. For example, a

data-driven model calibrating a parameter of a mechanistic model
can push the physics model outside its validity frame via a biased
estimate, so that an accurate-looking fit conceals a structural error
only surfacing in untested regimes. Thus, mechanistic models must
be correctly calibrated and data-driven models trained following
ML best practices, including cross-validation, regularization, and
bias mitigation; yet neither is sufficient in isolation.
Lens 2: A Medium to Interact with the Original
Their role as representational and operational interfaces for inter-
acting with a specific real-world system distinguishes DTs from
simulation models or stand-alone software, whose value derives
from internal functionality. In contrast, a DT’s value stems from
its ability to accurately represent, monitor, and support ongoing
interaction with its physical origin. Within this lens, V&V focuses
on the relationship between the virtual model and the real system.
Functional Dimension Validation, asks whether the models in the
DT are fit for purpose. A (deductive) model is valid for prediction
only within a specific range of assumptions, operating conditions,
and parameter regimes (its validity frame [1]). We, therefore, must
ask: Do they make appropriate assumptions? Do they capture the
right information about the real system? Do they embed appro-
priate deductive/inductive models and their hybridisations? Are
they updated at an appropriate frequency and granularity? The
correctness of the DT must be evaluated not only in terms of pre-
dictive accuracy but also in terms of its impact on operational
decisions. Incorrect predictions may propagate into incorrect de-
cisions, potentially causing system degradation or safety hazards.
Even correct predictions may cause issues if they ignore aspects
that would materially change the decision. For example, correctly
predicting sunshine hours may be insufficient for making optimal
configuration decisions for a solar system without a degree of pre-
diction of tenant behaviour. If tenant-behaviour predictions are
coarse, high-resolution sunshine forecasts add no decision value
and may mislead through false precision. Validation must therefore
consider the DT within its operational context, including human
interaction and interfaces, automated control loops, and decision-
support workflows, both to ensure its proper implementation and
integration and to assess its suitability for its intended use.

Verification, conversely, asks whether the models and data pipe-
lines in the DT are implemented correctly and securely. Is the
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data pipeline secure, or can data be manipulated in transfer be-
tween DT and real system? Are simulations and other calculations
implemented correctly? Is uncertainty quantified and propagated
appropriately? Are control actions safe?
Temporal Dimension Validation must consider the evolving na-
ture of the original system and its environment. System behavior
may drift over time. When such drift is detected, the DT may need
to be updated, recalibrated, or even redesigned to maintain its
validity. This introduces the concept of temporal correctness (rep-
resentational fidelity over time, not real-time timing). A DT may
be correct at one point in time but become incorrect as the origi-
nal system evolves. Continuous validation mechanisms, including
anomaly detection, residual monitoring, and periodic recalibration,
are necessary to maintain alignment between the DT and its origi-
nal system, as they ensure that the DT remains representative of
the evolving original system.

Verification must consider how changes in the original system,
the sensors, data pipelines etc. affect the accuracy of the DT’s
representation. Sensors degrade, data pipelines may be disrupted
and temporarily lose data, and the original system may evolve
in ways that are not captured by the DT’s models. Verification
mechanisms such as runtimemonitoring, consistency checking, and
integrity verification of data pipelines are required to ensure that
the DT continues to operate correctly at despite ongoing changes.
Compositional Dimension Validation must particularly consider
federated DTs and their ontologies for representing their original
systems. Without alignment, the resulting federation may behave
inconsistently, even if each individual DT is valid on its own.

Verification must consider two aspects: (i) federation of DTs re-
quires verification that the resulting overall DT correctly imple-
ments a DT of the real system of systems, for example, where data
is ingested at different granularity or fidelity; and (ii) instantiation
of DTs from digital models (e.g., a model of a particular make and
model of car being instantiated for each specific car of this type)
requires verification of the instantiation process to ensure it cor-
rectly binds model components to real-world entities and calibrates
parameters using instance-specific data.

4 Research Challenges
Building on the two lenses and three dimensions, we identify open
research challenges for the V&V of DTs, focusing, particularly, on
how to verify and validate the properties described in Section 3.

Lens 1 Challenges
Functional Dimension

(C1) Integration of V&V efforts. How to undertake holistic V&V
across code, data pipelines, learning systems to ensure over-
all fitness-for-purpose and correctness? How can we test be-
haviour that was not explicitly designed?

(C2) Validity in context of use.How to define, justify, and update
validity claims that are specific to decision type, operating
regime, time horizon, and target population, rather than treat-
ing validity as a single global property?

(C3) Human-in-the-loop effects.WhichV&V artifacts are needed
by different stakeholders (e.g., operators, maintainers, and reg-
ulators), and how can they be kept mutually consistent?

Temporal Dimension
(C4) Dynamic assurance.How can V&V obligations be selectively

re-triggered when models, data, requirements, or stakeholders
change?

(C5) Governance, traceability, and evidencemanagement.How
can assurance maintain a traceable chain from assumptions to
code version, datasets, intended use, and approval status over
time [5, 14]?

Compositional Dimension
(C6)V&V across federations. How can verification enforce cor-

rect DT behaviour across federated twins? How can validation
test federation-level fitness-for-purpose and prevent purpose
creep when new twins are added?

Lens 2 Challenges
Functional Dimension
(C7) Uncertainty and confidence. How should validation quan-

tify and communicate uncertainty from sensing, model struc-
ture, epistemology, and human inputs, and map it to risk-based
acceptance criteria? How can uncertainty quantification and
propagation be reliably verified?

(C8) Identifiability and observability.How can validation distin-
guish mechanistic credibility from mere data fit when latent
states are unobservablee [18]?

(C9) Transfer problem. In the absence of ground-truth oracles [2,
24], how can validation ensure that models trained on ob-
servational data remain valid when deployed in operational
contexts with potentially different data distributions?

Temporal Dimension
(C10)V&V when DTs alter behavior. How can validation justify

intervention-stable counterfactual claims for “what-if” anal-
ysis [19]? How can validation separate twin adequacy from
outcomes driven by altered operational behavior? When in-
tervention changes trajectories, how can verification assess
prediction quality?

Compositional Dimension
(C11) Cross-model representational coherence. How can vali-

dation maintain coherent claims as representations are com-
posed across scales and subsystems, and how can verification
preserve consistency of supporting evidence artifacts?

(C12) Semantic alignment. How can validation establish that cou-
pled twins refer to the same entities and mechanisms, and how
can verification check schema and mapping consistency?

Summary. Overall, DTs require a “living assurance framework” [4,
11] that links each validation claim and verification obligation
to context of use, temporal evolution triggers, and compositional
boundaries, supporting continual adaptation and re-verification /
validation. Our conceptual framework can underpin assurance
strategies for DTs by identifying the key properties to be verified
and validated. The framework is also convenient for identifying
and categorizing open research challenges for V&V of DTs.
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